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1. dbs_properties.xml

1.1 General description

This file describes properties of the two underlying database systems like the name of the host where the database runs or the port where it listens for incoming request. It also describes supplementary information for operations like updates or inserts that are depending on the underlying scheme but also on the database system that is used. E.g. for retrieval in a SQL database, where information is spread over different tables, the information how the tables are linked together is needed whereas in case of a LDAP database a root DN (distinguished name) to the entries is needed.

Below both underlying databases in detail:

· Business Database where regular user properties of a user are stored like a user’s name, mail address or jpeg photo. All properties of a user stored at the Business Database together compose the user’s user record;
· User Database where must properties of a user are stored. These properties are needed by the PAIB. Must properties are the user id (a unique id of a user), the password of the user and the mapping between the user id and the database level id (id attributes) of the user record within the Business Database. All must properties of a user stored at the User Database together compose the user’s user information.

By default the PAIB works with an underlying LDAP database system.

The basic structure of the dbs_properties.xml looks like this:

<dbs_properties>


<user_dbs_properties dbs="LDAP" ssl='NO'>



…


</user_dbs_properties>


<business_dbs_properties dbs="LDAP" ssl='NO'>



…


</business_dbs_properties>

</dbs_properties>

The tag user_dbs_properties defines properties of the User Database, whereas the tag business_dbs_properties defines properties of the Business Database. In each well formed dbs_properties.xml document there have to be both tags.

Basically tag user_dbs_properties and tag business_dbs_properties have the same tags inside. The tag host as well as the tag port has to be included. Below there is a general example. For details please refer to the Appendix.

<user_dbs_properties dbs="LDAP" ssl='NO'>


<host>



hostname


</host>


<port>



portnumber


</port>


<username>



username


</username>


<password>



password


</password>


<supplogin>



some supplementary


</supplogin>


…


<filter>



some filter expression


</filter>


…

</user_dbs_properties>

The example above illustrates the definition of some properties like user name and password to get access to the User Database, some filter expressions for retrieving entries from this database and so on.

1.2 LDAP specification

Currently there is a default LDAP database connectivity layer bundled with the PAIB. It uses the contents of some not necessarily required tags if they are defined (not necessarily required tags means that the PAIB doesn’t generate warnings on start up time if they are missing):

supplogin: defines a base DN (Distinguished Name) to the LDAP entries. The base DN, if specified, is used for inserts, updates, deletes and retrievals to locate the affected entries.

suppinsert: defines, if specified, default object classes and their values for inserts.

filter: default filter expression for retrieval of entries (only those entries are retrieved that matches the filter expression);

The username and password tags have to be defined if the LDAP database configuration requires it. The rest of the tags are ignored by the default LDAP database connectivity layer.

Note: Normally all the tags mentioned above differ depending on the corresponding database (User Database or Business Database): Both databases can run on different hosts (but must not), both databases can have different base DNs (but must not) and so on.

2. scheme.xml

This file describes all the user properties known by the Business Database.

The basic structure looks as follows:

<scheme>


<idattributes>



…


</idattributes>


<attributes>



…


</attributes>

</scheme>

The idattributes tag defines a set of database level id or key attributes of the user record within the Business Database. The attributes tag defines non key attributes of the Business Database. Only these attributes key/non key attributes are accessible via the PAIB that are named in scheme.xml. Each idattribute and attribute tag has to include name and type tags, other inside tags are optional.

Key attributes are required by default. For each non- ey attribute it must be specified if it is required or not:

<idattributes>


<idattribute>



<name>




name



</name>



<type>




type



</type>



…


</idattribute>


…

</idattributes>

<attributes>


<attribute constraint=”NULL”>



<name>




name



</name>



<type>




type



</type>



…

</attributes>

For the details please refer to the Appendix.

3. system_properties.xml

It contains the properties of the system like the initial size of the caching layer that caches previous requested user records or the minimum time a user record remains in the cache before it can be replaced. All tags are optional. There is a default value for every tag that is not specified.

APPENDIX A: document type definition (DTD)

Currently a corresponding DTDs validates the structure of each of the different XML files. A DTD specifies constraints on the valid tags and tag sequences that can be in the document.

First a short description of the DTD semantics we use in our DTDs:

The ELEMENT keyword defines elements (or tags) that may be a part of the document and their options or requirements. Each element may or may not require the use of other elements (or tags) within it.

The different characters trailed on tags have the following meanings:

· ?
the element may appear once but does not need to appear at all (optional).

· + 
the element must appear one or more times (repeatable and required).

· ,
the elements must appear in the order listed (sequential).

· ( )
these brackets are placed around a group of elements to set them apart from other elements.

The PCDATA keyword says that the value of a element consists of parsed character data (PCDATA) or simply "text". The "#" indicates that what follows is a key word, rather than an element name.

The ATTLIST keyword defines an attribute list for an element. It defines the available attributes the element can have. The (name1|name2) notation is used for an enumeration of valid values of the attribute. The REQUIRED keyword means that the corresponding attribute is required.

dbs_properties.dtd

<?xml version='1.0' encoding='us-ascii'?>

<!ELEMENT dbs_properties (user_dbs_properties, business_dbs_properties)>

<!ELEMENT user_dbs_properties (host, port, sslport?, (user, password)?, supplogin?, suppinsert?, suppretrieve?, filter?, suppupdate?, suppdelete?)>

<!ELEMENT business_dbs_properties (host, port, sslport?, (user, password)?, supplogin?, suppinsert?, suppretrieve?, filter?, suppupdate?, suppdelete?)>

<!ATTLIST user_dbs_properties dbs (LDAP|SQL) #REQUIRED ssl (YES|NO) #REQUIRED>

<!ATTLIST business_dbs_properties dbs (LDAP|SQL) #REQUIRED ssl (YES|NO) #REQUIRED>

<!ELEMENT host (#PCDATA)>

<!ELEMENT port (#PCDATA)>

<!ELEMENT sslport (#PCDATA)>

<!ELEMENT user (#PCDATA)>

<!ELEMENT password (#PCDATA)>

<!ELEMENT supplogin (#PCDATA)>

<!ELEMENT suppinsert (#PCDATA)>

<!ELEMENT suppretrieve (#PCDATA)>

<!ELEMENT filter (#PCDATA)>

<!ELEMENT suppupdate (#PCDATA)>

<!ELEMENT suppdelete (#PCDATA)>

scheme.dtd

<?xml version='1.0' encoding='us-ascii'?>

<!-- DTD for database scheme information

  -->

<!ELEMENT scheme (idattributes, attributes?)>

<!ELEMENT idattributes (idattribute+)>

<!ELEMENT attributes (attribute+)>

<!-- In case of a relational database a tablename is needed.

     Further a attribute has a name known at database level

     and perhaps if the name is somewhat cryptic a alias (for

     example name = cn, alias = common name). Finally every

     attribute is of a certain type.

  -->

<!ELEMENT idattribute (table?, name, alias?, type)>

<!ELEMENT attribute (table?, name, alias?, type)>

<!ATTLIST attribute constraint (NULL|NOT_NULL) #REQUIRED>

<!ELEMENT table (#PCDATA)>

<!ELEMENT name (#PCDATA)>

<!ELEMENT alias (#PCDATA)>

<!ELEMENT type (#PCDATA)>

system_properties.dtd

<?xml version='1.0' encoding='us-ascii'?>

<!ELEMENT system_properties (initialcapacity?, loadfactor?, minstorageperiod?)>

<!ELEMENT initialcapacity (#PCDATA)>

<!ELEMENT loadfactor (#PCDATA)>

<!ELEMENT minstorageperiod (#PCDATA)>

APPENDIX B: Reference

Below all elements or tags and attributes of all DTDs are listed in the alphabetical order.

Alias (tag)
Alias for a idattribute or attribute. Example: if the name of a (id)attribute is ‘cn’ it’s alias is ‘common name’.

Attribute (tag)
A  non key attribute of the Business Database. This tag has the following attribute:

· constraint
defines whether the attribute is required or not. Possible values are NULL (it means that the attribute is not required or NOT_NULL (it means that the attribute is required).

Attributes (tag)
The elements of this tag are the non key attributes if the Business Database.

business_dbs_properties (tag)
This tag has the the properties of the Business Database as elements.

constraint (attribute)
This attribute of tag attribute defines whether a non key attribute of the Business Database is required (NOT_NULL) or not (NULL). Key attributes are required by default.

dbs (attribute)
This attribute specifies the underlying database system that the PAIB uses. Currently allowed values are LDAP or SQL. At present the attribute dbs of the tags user_dbs_properties and business_dbs_properties have to be set to the same value.

dbs_properties (tag)
The elements of this tag has the the properties of the Business and the User Database.

filter (tag)
A default filter expression that is used for retrieving entries from the Business or User Database.

host (tag)
The name of the host (or the ip address) where the corresponding database runs.

idattribute (tag)
The elements of this tag are the id or key attributes if the Business Database.

initialcapacity (tag)
The PAIB comes with a caching layer where previously retrieved User Records are cached. Caching is realized by using a hashing algorithm. This tag defines the initial number of buckets for caching of User Records. A single bucket can store multiple User Records in case of a ‘hash collision’ (in this case the User Records have to be searched sequentially). When the number of entries in the hashtable exceeds the product of the load factor (see tag loadfactor) and the current capacity, the capacity is increased by reorganizing the hashtable.

Loadfactor (tag)
The load factor is a measure of how full the hash table is allowed to get before it is reorganized. The default load factor is (.75) and offers a good tradeoff between time and space costs. Higher values decrease the space overhead but increase the time cost to look up an entry.

minstorageperiod (tag)
Minimum time a User Record remains in the cache before it can be replaced.

name (tag)
The name of a key attribute respectively a non key attribute

password (tag)
If the underlying User Database or Business Database requires it, the combination of user and password is needed for creating a initial connection to the databases. Currently the PAIB maintains only a single connection for every database.

port (tag)
The port where the User Database or the Business Database listens to incoming requests.

scheme (tag)
The elements of this tag are key attribute and non key attribute definitions

ssl (attribute)
If set to TRUE the communication between the PAIB and the corresponding Database (User Database of Business Database) is based on SSL (Secure Socket Layer). If is set to TRUE tag sslport have to be defined. If set to NO the communication between the PAIB and the corresponding database is done without SSL.

sslport (tag)
This tag defines the SSL (Secure Socket Layer) port where the User Database or the Business Database listens to incoming requests. This tag is only taken into account if attribute ssl of tag user_dbs_properties or business_dbs_properties is set to TRUE.

suppdelete (tag)
Defines supplementary information for deletion of an entry from database.

suppinsert (tag)
Defines supplementary information for insertion of an entry in database.

supplogin (tag)
Defines supplementary information for establishment of a connection to the database.

suppretrieve (tag)
Defines supplementary information for retrieval of an entry from database.

suppupdate (tag)
Defines supplementary information for update of an entry in database.

system_properties (tag)
The elements of this tag are the system properties.

table (tag)
The name of a table where a key attribute or non key attribute belongs to. This tag is only used in case of an underlying SQL database.

type (tag)
Defines the type of a key attribute or non key attribute.

user (tag)
If the underlying User Database or Business Database requires it, the combination of user and password is needed for creating a initial connection to the databases. Currently the PAIB maintains only a single connection for every database.

user_dbs_properties (tag)
This tag has the the properties of the User Database as elements. This tag has the following attributes:

· dbs
defines the underlying database system (possible values are LDAP and SQL);

· ssl
defines whether security is guaranteed for communication between the PAIB and the User Database by the SSL (Secure Socket Layer) or not Possible values are YES (use SSL)or NO (do not use SSL).

APPENDIX C: Examples
dbs_properties.xml

<?xml version='1.0' encoding='us-ascii'?>

<!DOCTYPE dbs_properties SYSTEM "dbs_properties.dtd">

<dbs_properties>


<user_dbs_properties dbs="LDAP" ssl='NO'>



<host>




igloo.informatik.uni-ulm.de



</host>



<port>




389



</port>



<supplogin>




ou=userdatabase,dc=vs,dc=uni-ulm,dc=de



</supplogin>



<suppinsert>




objectclass=top,objectclass=userdbentity



</suppinsert>



<filter>




objectclass=userdbentity



</filter>


</user_dbs_properties>


<business_dbs_properties dbs="LDAP" ssl='YES'>



<host>




teletubbies.informatik.uni-ulm.de



</host>

       <user>




cn=noonoo,ou=users,dc=vs,dc=uni-ulm,dc=de



</user>



<password>




hoofer



</password>



<sslport>




636



</sslport>



<supplogin>




ou=users,dc=vs,dc=uni-ulm,dc=de



</supplogin>



<suppinsert>




objectclass=top,objectclass=person



</suppinsert>



<filter>




objectclass=person



</filter>


</business_dbs_properties>

</dbs_properties>
scheme.xml

<?xml version='1.0' encoding='us-ascii'?>

<!DOCTYPE scheme SYSTEM "scheme.dtd">

<scheme>


<idattributes>



<idattribute>




<name>





cn




</name>




<alias>





common name




</alias>




<type>





String




</type>



</idattribute>


</idattributes>


<attributes>



<attribute  constraint="NOT_NULL">




<name>





cn




</name>




<alias>





common name




</alias>




<type>





String




</type>



</attribute>



<attribute constraint="NULL">




<name>





labeleduri




</name>




<alias>





homepage




</alias>




<type>





String




</type>



</attribute>


</attributes>

</scheme>

system_properties.xml

<?xml version='1.0' encoding='us-ascii'?>

<!DOCTYPE system_properties SYSTEM "system_properties.dtd">

<system_properties>


<minstorageperiod>



50000


</minstorageperiod>

</system_properties>

